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Scope of Paper 

This paper was requested by the United States House Foreign Affairs committee to 

answer the question: “Why is Iran’s government weaponizing Information against its enemies?” 

This report traces the development of the Iranian Soft War between two main arteries of 

pro-regime ideological campaigns (designed to bolster recruitment) and Iranian cyber-attacks. 

This paper references only open source or declassified Intelligence.  

Definitions 

“Soft War,” a term first referenced during the 2009 Iranian elections,  is defined by Ali 1

Mohammad Na’ini:  “The main aim behind the Soft War is to force the system to disintegrate 2

from within in view of its value, beliefs, its main fundamental characteristics, and its identity.” 

The concept is based on “Soft Power” , or to influence the behavior of others in order to get the 3

desired outcome . Soft War strategies include attempts to utilize propaganda to influence the 4

ideology of opinions of a population, as well as cyberattack operations that infiltrate and 

sabotage infrastructure, financial institutions and defense departments.  

Key Judgements: 

It is highly possible that Iran is developing more advanced strategies and methods to 

wage Soft War against its enemies, working within their means to creatively preserve and 

protect the Islamic Republic. 

● By advancing the sophistication of propaganda, Iran is manipulating the ideologies of its 

population. Iran is exploiting popular culture, social media censorship policies, and 

generating experimental pro-regime media to disseminate anti-western, pro Shi’ite 

message.  

1 Worth, Robert F . “Iran Expanding Effort to Stifle the Opposition” New York Times, Nov. 23, 2009. 
2 Sreberny, Annabelle & Torfeh, Moussoumeh. “Persian Service: The BBC and British Interests in Iran” I.B. Taurus, 
March 27, 2014. P. 28. 
3 Nye, Joseph S., Jr. “Soft Power” Foreign Policy No. 80, Autumn 1980 pp. 153-171. 
4 Ibid. 

 



 

● Iran is executing cyber-attacks against the U.S., Israel and Saudi Arabia as a 

cost-efficient substitute for military operations against its enemies. It is seen as a 

counter-defense to previous attacks jointly executed by the U.S. and Israel on Iran. 

● Iranian cyberattacks are a counterintelligence strategy to understood by the regime to 

protect the Iran against the west.  

● It is possible that Iran is sponsoring Hezbollah’s Soft War efforts, and their operations 

have extended into state-sponsored terrorist proxies. Hezbollah is developing interactive 

technology aimed to recruit Shi’ite youth within the region. 

The Evolution of Propaganda 

Iran is attempting to manipulate the ideologies of its population by employing 

sophisticated propaganda methods of emulation, mimicry and pastiche. In 2009 by General 

Mohammad Reza Naqdi, head of the Basij militia, when he announced a new era of “super 

media power” cooperation between the media and the IRGC . In 2011, efforts to subvert 5

western-based media emerged in the form of Iranian-sponsored bbcpersia.net, a mimicry of 

BBC Persia’s official website (bbcpersia.com), but with stories slanted against the UK and EU . 6

Israeli firm Clearsky has since outlined a list of twenty websites that are revealed to be 

Iranian-led campaigns of disinformation . It is likely that the IRGC is advancing its ideological 7

campaigns with the Basij militia as “volunteer reporters.”  The Basiji Cyberspace Council, 8

created in 2010, began with a focus on the development of ideological campaigns and training 

bloggers . In early 2018, Iranian attempts at pastiche - including the emulatation of 9

American-style action movies and co-opting rap music to extend the adage of ‘Down With 

U.S.A.’ -  is likely an attempt by the regime to influence the younger generation Iranian 

Population .  10

Naqdi’s Statements of “Super Media Power” Echoed in Iran’s Censorships Efforts 

5 Worth, Robert F. “Iran Expanding Effort to Stifle the Opposition” New York Times, Nov. 23, 2009. 
6 Fox-Brewster, Thomas Scott. “Inside the 7-Year Old Iranian Propaganda Machine Producing Fake BBC News” 
Forbes, Feb. 28, 2018. 
7 “Ayotollah BBC” Clearsky Cyber Security, February 2018. 
8 Sahimi, Muhammad. “Intel Chief: No Link Between $3Bil and Mashaei; IRGC ‘Reporter’ Training” PBS, Oct. 8, 
2011. 
9 Kronenfeld, Sami & Siboni, Gabi. “Iran and Cyberspace Warfare” Military and Strategic Affiars, Vol. 4 No. 3, 
December 2012. 
10 Erdbrink, Thomas. “As ‘Death To America’ Chant Loses Power, Iran Rethinks Propaganda With Rap Videos” New 
York Times, Aug. 26, 2017. 

 



 

It is possible that censorship is Iran’s safeguard to its Soft War, and the regime’s 

continued attempts to curb the population’s access to information extends this sentiment. Since 

2006, when temporary internet censorship of Amazon.com, The New York Times and Youtube 

suddenly disappeared from internet browsers in Iran , more nuanced strategies have been 11

employed to chasten Iranian citizens’ access to information, apps and technology. In January 

2018, Telegram, the most popular app-based messaging platform, which enables encrypted 

messaging and hosts user-generated public channels of dissent, was blocked from use, as was 

Instagram. After lifting the ban, the app was slowed, delaying messaging and uploads .  12

Censorship is an Iranian could be a countermeasure to a perceived American threat. In 

May of 2016, during a meeting of the Assembly of Experts, Supreme Leader Ayatollah Ali 

Khamenei warned of the west’s “continued soft war against Iran… the enemies want to weaken 

the system from inside.”  It is possible that the U.S.-funded partnerships with private proxy 13

servers in Iran, created for Iranian citizens to gain open internet access,  has advanced 14

Khamenei’s message that the U.S. is attempting to suppress the will of the regime.  In January 

2018, English was banned in Iranian primary schools to halt what Khamenei called ‘cultural 

invasion’, and can be read as an attempt to stimie future generations of Iranians to a global 

language.  In many cases of Iranian-generated propaganda and censorship, the regime is 15

relying on strategies that obfuscate foreign press and restrict the spread of free information 

within Iran. 

Iranian Cyber-Attacks as Cyber-Defense 

Iran likely perceives their cyber attack operations against The U.S., Israel and Saudi 

Arabia as a counter-defense to previous hacks by named ‘enemies’ of Iran. The incredibly 

damaging and long-term STUXNET project, jointly executed by the United States and Israel, 

was specifically debilitzing to Iran’s nuclear capabilities program.  Starting in 2008, STUXNET 16

was a highly sophisticated ‘digital weapon’ that went undetected by Iranian engineers or 

cyber-security experts for two years, until its discovery in January 2010. STUXNET targeted 

11 Tait, Robert. “Censorship Fears Arise as Iran Blocks Access to Top Websites” The Guardian, Dec. 3 2006. 
12 Alamardani, Mahsa. “After Iran Lifted a Ban on Telegram, It Continued to Throttle Access” Slate, March 9, 2018. 
13 Iran’s Khamenei Warns Over West’s ‘Soft War’” Sky News, May 26, 2016. 
14 Poulson, Kevin. “U.S. Sponsors Anonymiser - If You Live In Iran” The Register, Aug. 29, 2003. 
15 “UPDATE 1 - Iran Bans English In Primary School After Leaders’ Warning” Reuters, Jan. 7, 2018. 
16 Zetter, Kim. “An Unprecedented Look At STUXNET, The World’s First Digital Weapon” Wired, Nov. 3, 2014. 

 



 

Iranian Uranium enrichment facilities, programming the physical destruction of equipment . 17

Since, Iran has been tied to a number of destructive cyber attacks since, notably: 

● An August 2012 infiltration into Saudi Arabia’s oil conglomerate, Saudi Aramco, 

destroying data on “tens of thousands of computers”;  18

● A September 2013 hack into U.S. Naval computers;  19

● A 2014 hacking of the Sands Hotel, causing a complete infrastructure failure of 

the Las Vegas hotel and casino;  Sands owner Sheldon Adelson has been 20

referred to in the press as “a staunch defender of Israel.”  21

●  An August 2014 attack on the Israeli internet, aiming to block access to specific 

websites;  22

●  A 12-hour power outage in Turkey in 2015 that affected 40 million people.  23

In addition to initiating the disruption of their enemies’ financial institutions, military and 

infrastructure, it is also possible that the Iranian government is using its cyber-capabilities as a 

counterintelligence measure. In June 2017, an Iranian cyber-attack on the British Members of 

Parliament compromised “over 30 email accounts” of MPs.  Additionally, from 2011- 2014, an 24

Iranian group by the name of Newscaster used fake accounts to target the political staff least 

2,000 U.S. State officials as well as Israeli, British, Saudi, Syrian Iraqi and Afghani officials.  In 25

November 2015, Facebook discovered phishing Attacks by an Iranian-sponsored group known 

as Rocket Kitten.  It is possible that the phishing, infiltration of official email accounts and 26

propagation of fake accounts on social media is serving as a surveillance strategy and couched 

in a larger research project to plan major cyber-attack projects: locating key players, analysing 

their relationships, extrapolating their personal and professional networks via social media could 

help Iranian hackers target key influencers within their enemies’ major industries. Regarding the 

17 Ibid. 
18 Greenwald, Glenn. “NSA Claimed Iran Learned From Western Cyberattacks” The Intercept, Feb. 10, 2015. 
19 Gorman, Siobhan & Barnes, Julian E. “U.S. Says Iran Hacked Navy Computers” Wall Street Journal, Sept. 27, 
2013. 
20 Elgin, Ben & Riley, Michael. “Now At The Sands Casino: An Iranian Hacker In Every Server” Bloomberg, Dec. 12, 
2014. 
21 Brandom, Russell. “Iran Hacked The Sands Hotel This Earlier This Year, Causing Over $40 Million In Damage” The 
Verge, Dec. 11, 2014. 
22 Marks, Joseph. “Iran Launched Major Cyberattacks on Israeli Internet” Politico, Aug. 18, 2014. 
23 Halpern, Micah. “Iran Flexes Its Power By Transporting Turkey To The Stone Age” Observer, April 22, 2015. 
24 “Iran Blamed For Parliament Cyber-Attack” BBC News, Oct. 24, 2017. 
25 Finkle, Jim. “Iranian Hackers Use Fake Facebook Accounts to Spy on U.S., Others” Reuters, May 28, 2014. 
26 Sanger, David E. & Perlroth, Nicole. “Iranian Hackers Attack State Dept. Via Social Media Accounts” New York 
Times, Nov. 24, 2015. 
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2017 cyber-attack on Parliament, Whitehall officials have speculated that the Iranians were 

"exploring networks to see what they could find.’  More collection and analysis, particularly 27

focusing on Iranian cyber-attack operations and cross-referencing their infiltration attempts on 

western social network sites, is recommended. 

Recruitment: Hezbollah and the Multiplayer Proxy Propaganda Machine 

Iranian-sponsored Hezbollah has dedicated resources to developing new interactive 

technology, experimenting with techniques to showcase and recruit a younger demographic. 

Hezbollah was designated a Terrorist organization by the US Department of State in 1997  with 28

financial sponsorship from the Iranian government . Hezbollah’s television station Al Manar and 29

Al Nour (and its parent company, Lebanese Media Group) were named a Global Terrorist Entity 

by the US Department of Treasury in 2006 .  In an attempt to better engage the younger 30

generation, Hezbollah has developed three online 3D first-person shooter video games: first in 

2003 (Special Force, where Lebanese fighters go against Israeli Defense Forces);  a sequel 31

followed in 2007 (Special Force 2: Tale of the Truthful Pledge  based on the 2006 conflict 32

between the Lebanese guerrilla group and Israel). "This game presents the culture of the 

resistance to children: that occupation must be resisted and that land and the nation must be 

guarded," Hezbollah media official Sheikh Ali Daher said.  The Special Force franchise is seen 33

as a success: it’s 2003 release sold out its initial 100,000 units,  and has since developed a 34

patch for non-arab speakers to play the sequel.  In 2018, Hezbollah released another 35

first-person shooter based in Syria, Holy Defense . It is very likely that this is an attempt by 36

Hezbollah to skew recruits to a younger demographic. Currently reports of recruits as young as 

8 join Hezbollah’s youth program, the Mahdi Scouts,  and Hezbollah has seen a surge in 37

recruiting in Southern Lebanon since 2014  -  though it is unclear if the  Iranian government is 38

27 Ibid. 
28 U.S. Department of State, Bureau of Counterterrorism. “Foreign Terrorist Organizations” 
https://www.state.gov/j/ct/rls/other/des/123085.htm (Accessed April 30, 2018). 
29 Byman, Daniel L. “Proxy Power: Understanding Iran’s Use of Terrorism” Brookings, July 26, 2006. 
30 U.S. Department of the Treasury, Executive Order 13224. 
31 Hezbollah’s Offical Special Force Archived Website: 
https://web.archive.org/web/20050105091655/www.specialforce.net/english/indexeng.htm (Accessed April 30, 2018) 
32 Official Site: http://www.specialforce2.org/ (Accessed April 30, 2018) 
33 “Hezbollah Video Game: War With Israel” Aug. 16, 2007. 
34 Nguyen, Kenneth. “Outrage over Hezbollah Video Game” The Age, March 29, 2003. 
35 Official Site: http://www.specialforce2.org/ (Accessed April 30, 2018) 
36 O’Connor, Tom. “New Video Game Lets You Kill ISIS While Fighting As Hezbollah In Syria And Lebanon” 
Newsweek, February 23, 2018. 
37 Worth, Robert. “Hezbollah Seeks to Marshal The Piety of the Young” New York Times, Nov. 20, 2008. 
38 Sherlock, Ruth. “Syria: Hizbollah Recruitment Surge as Sectarian Conflict Spreads” The Telegraph, March 2, 2014. 
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directly involved in the development of these games. Further collection would be necessary to 

confirm Iranian involvement: tracing the funding for the games, and culling a list of 

programmers, engineers or talent related to the project is recommended. 

 

Conclusions 

The Soft War in Iran is advancing in both targeting capabilities and the sophistication of 

operations. Iran’s Pro-regime ideology strategies are synergistic: the Iranian government is 

asserting policy to obstruct early access to English in primary schools while also producing 

western-esque media for young adults that aims to undermine the U.S. It’s likely that this 

ubiquitous, pro-regime engagement could diminish the critical faculties of future generations, 

therefore making them more susceptible to campaigns of misinformation. Iran views censorship 

strategies as a defense against its enemies, and attempts to halt free speech are a response to 

that sentiment. In this regard, the regime has crafted a space to develop its own future 

ideological campaigns.  

Iranian cyber-attacks continue to grow larger more dangerous in scope and scale, as 

Iran has made an example of its capabilities with limited, albeit devastating operations. The Soft 

War is likely going to escalate as government-backed hackers develop backdoor operations 

while also exploiting vast networks within social media sites. Intelligence collection of previously 

targeted individuals and a postmortem of their compromised social media networks, 

cross-referenced with past cyber-attacks could benefit future analysis. 

 

  

 


